Ambersail Assured: PCI Policy Pack
Document Structure

P01 - IS Policy Policies

P02 - Audit Policy

P03 - Disaster Recovery & Incident Response Policy
P04 - Wireless Access Policy

P05 - Operational Procedures

P06 - Acceptable Use Policy

PO7 - Third Parties Policy P01 — IS Policy | <€

P08 - Information Classification Policy

P09 - Key Management Policy

P10 - Physical Security Policy

P11 - Systems & Application Development Policy

P02 — Audit
Policy

Policies supported
by procedures

PRO01 - Procedure Control Log
PRO2 - Log Retention Procedure
PRO3 - Logical Access Procedure

PRO5 - Change Control Procedure
PRO1 — <> PRO06 - Backup Procedure

Procedure ! PR10 - Data Retention Procedure
PR11 - Physical Security Procedure

Procedures

Forms support procedures
and document activity and
processs

FO1 - Form Control Log

F02 - Firewall Ports Required For Business
FO3 - Firewall Quarterly Review Form

FO04 - Change Control Form

FO5 - Sensitive Material Access Approval Form
FO06 - New User Registration Form

FO1 —Form | <>

FO7 - Data Tracking Log Control Log
FO8 - Media Inventory Log
F09 - Media Destruction Form
F10 - Mobile or Employee Owned PC's Accessing the Network via the Internet
F11 - Build Standard Application Checklist

. Forms
F12 - Key Custodians Form

One-to-one mapping of
policies to the PCI Data

\ Security Standard

Policy vs PCI
DSS Cross
Reference

Document

1 PRO04 - Anti Virus & Malicious Software Procedure

Procedure PR02 - Log PRO7 - Firewall & Router Security Procedure
Control Log Retention PRO8 - Incident Management Procedure

FO2 - Firewall
Ports Required
For Business

F13 - Key Log Form
F14 - Key Custodians Acceptance Form
F15 - Vendor Support Account Log
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